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Cybersecurity –
Complexity and Challenge
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Cybersecurity Expands
Along Multiple Parameters
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Threats: The Enemy
is Everywhere
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A Need for New Insight

How Swish and Check Point Can Help

 

41% Yes

14% No

45% I don’t know

Does your agency use a multi-cloud or 
hybrid-cloud environment?

What are your biggest operational day-to-day 
headaches trying to protect cloud workloads?

To what extent do you agree with the following 
statement: “In the future, cybersecurity will be 
more complex than it is today.”

Which statement best characterizes the 
sophistication of entities behind 
cybersecurity threats?

Which of the responses best describes 
your reaction to the following statement: 
“Cloud environments have evolved to be 
dynamic and automated, therefore 
effective cybersecurity must be dynamic 
and automated as well.”

37% Security can’t keep up with changes to new/existing applications

26% 

33% Compliance

22% Lack of integration with on-premise security technologies

Lack of qualified sta�

30% Setting consistent policies

19% Visibility into infrastructure security
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70% Strongly
22% Somewhat

7% Not at all
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60%

$18.8 billion$150 million
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50% They 
are extremely 
sophisticated, 
innovative & clever. 
Defending against 
cyberattacks is a 
challenge

14% Many cyberattackers 
are skillful but they are not 
invincible

4% It’s a cat-and-
mouse game. 

Attackers & defenders 
are evenly matched

7% Most 
cyberattackers are 
opportunists. They 

only succeed when 
we aren’t vigilant

25% No opinion/I 
don’t know

39% Totally agree
15% I don’t know

4% Disagree

4% Neutral/ 
no opinion

39% Mostly agree, but the 
statement doesn’t capture the 

complexity of the challenge

Compromised or 
hijacked accounts

Data 
breaches

External 
data sharing

Malware and 
ransomware

Which statement best describes the level 
of visibility your organization has into 
internal system communications, network 
traffic and data transfer and other internal 
processes?

The attack surface of IT systems has expanded 
in recent years. Which statement best 
describes your organizations ability to repel 
threats coming from all directions?

Which statement best describes your agency’s 
approach to cybersecurity?

13% We see everything

21% Overall visibility 
is good, but we can’t 
see granular details

13% Visibility is 
average17% Not good, we miss 

more than we see

4% We have zero 
visibility

33% I don’t know

17% Our attack surface 18% Our top priority is
preventing attacks

27% Breaches are
inevitable so our top
priority is detecting 
and mitigating attacks

27% We balance
prevention with

mitigation

27% I don’t knowis well protected and 
continuously improving

17% We have 
a strong 
cybersecurity 
program, but there 
are gaps

17% Our defenses  
are mediocre

13% Cybersecurity 
here is weak

38% I don’t know

������������������������������������������������
���������
��������	������������������������������
�������������
���������������������������������������������������������������������������������������
��	������������������	����������������������������������������������������������������������������
����������������������������	�������������������������������������������
�������������������������������
���������������� �����������
�������������������������������������������������������
��������������������
�������������������������������������������������������	����
�������
��������������������������

�����������
�������������������� 	�����������������	���	

https://www.cybintsolutions.com/cyber-security-facts-stats/%23:~:text=In%202018%20hackers%20stole%20half,every%20day%20reports%20Cybersecurity%20Ventures.
https://www.whitehouse.gov/wp-content/uploads/2020/02/ap_19_cybersecurity_fy21.pdf
https://go.thalesesecurity.com/rs/480-LWA-970/images/2019-DTR-Global-USL-Web.pdf
https://www.checkpoint.com/
https://swishdata.com/
https://swishdata.com/
https://www.checkpoint.com/
https://www.govloop.com/

